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Agenda 

 Introduction 
► Information security 
► EY eXtreme Hacking 
► Demonstration 

► Hacking a WordPress website 
► Hacking Windows 

► How to become a hacker 
► Questions 
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“Information is … 
 
 
 
 



“Information is an asset that, like 
other important business assets, 
is essential to an organization’s 
business and consequently needs 
to be suitably protected.” 



Process 

People Technology 



Unsophisticated attackers 
“Script kiddies” 





Sophisticated attackers 
“Hackers” 





Corporate espionage 
“Insiders” 





State sponsored attacks 
“Advanced Persistent Threats” 









Reconnaissance phase 

► Goal: 
► Gathering information regarding the 

target non-intrusively 
 

► Methods: 
► Explore public databases 
► Touching the internet infrastructure 
► Touching the applications 

 

► Result: 
► A footprint matrix containing an 

overview of the internet 
infrastructure, application, and 
potential vulnerabilities 
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Intrusion phase 

► Goal: 
► Obtain unauthorized access to information and systems 

 

► Methods: 
► Exploit known vulnerabilities in third party software 
► Exploit vulnerabilities in custom software 
► Exploit configuration mistakes 

 

► Results: 
► Confidential information 
► Administrative access to systems 
► New information regarding internal network infrastructure 
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That’s us! 
 

Web server 
 

File station 
 

Demonstration 
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That’s us! 
 

Web server 
 

Target organization 

LAN Internet 

Crown jewels 
 

Demonstration 
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Web server 
► WordPress user enumeration 
► Weak administrator password 
► Vulnerable file manager plugin 
► Web shell 
► Meterpreter malware 

Demonstration 
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File server 
► Identical password 
► Pass-the-hash 
► Profit 



How to become a hacker 
Opportunities at EY 
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Advisor 
 

► Attack & Penetration 
► External / Internal 
► Internet exposure 
► Web applications 
► WiFi 
► Mobile 

► Secure code review 
► Social engineering 
► Information security management 
► Data privacy 
► Training en awareness 

 

Internship 
 

► Five months 
► Obtain experience in projects 
► Write your final thesis about state of the 

art information security topics: 
► Advanced Persistent Threats 
► Internet of Things 
► Threat Intelligence 
► Distributed Denial of Services 





Be warned! 
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Thank you! Questions? 
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